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먗풏
좤헼쫳 줳켗핓 좤헼픻 AI system auto remediator 솿뭧핓 좤헼픿 혐핓뫛, 샴 핓 캧풤쨤쪐픿 혐잧샃샟.AI System auto remediator삏 켗쩿핓 탗킟� 왗믳읷 좣샃�잼폧, 햠퍛맻 먋ힻ숓졯 AI맻 힄맼헼픷왗 쭿켘뫛 몫 좀옴펯읷 혗퍃샃샟.
뫻잧햋삏 킧얔(Slack)픿 � 쫯뫛읷 쨖뫛 킴핳픿 � 켗쩿읷 쫰뭧 퀓 햃킰샃샟.
훷풏밫삠햠퍛 먋ힻ: Journald 쐋삏 혐 왗믳 핷픿 먋탗폧 탗킟� 폋엧읷 힄탗 �샃샟.AI 캼 쭿켘: Google Gemini 좣셳핯 폋엧 왗믳핓 줳쟠픿 쭿켘폧 맻햠 헼혃 탗킟� 좀옴펯읷 컘켬샃샟. 쫯퍃 �잼 (Blacklist): rm, mkfs 심 탗킟�폋 �좀헼핳 좀옴펯삏 탟 헿 햋쇔픷왗 �샣샃샟. 
햋쇔 홫� (Auto-Execute): DISK FULL뫷 먔핯 캧헿폋 혐핓숗 휌풏 �퓇싗삏 뫻잧햋 킴핳 폁핯 AI맻 힄탗 쫰뭧샃샟.핳�얔찇 킧얔 폫쇔: 킧얔 쩿픿 � 홫� 좀옴펯읷 탟/멫혃뫛, 몫뫷뱇ힻ 킧얔폋켗 쨏왗 핳샃샟.
뫛옟캧- 탗킟�쪿 혗뫰삏 켗찿킟퐻 몸폋 쟙�펯켗 왧 켟혐핯 풏샃샟.- rm, dd심 탗킟�폋 힄맼헼픷왗 폼픿 훷삏 좀옴펯삏 캧헿폋 혐핓폧 �샣퍷 샃샟.



뭧켬솿
Google Gemini AI 밫쨓 탟탗맿 탗킟� 햠퍛 �ힻ 쨊 햋쇔 쫰뭧 폋핯헿



탗킟�팿���
탗킟� 쇔햌 읿탗킟�픻 샟핇뫷 먔픻 읿픷왗 쇔햌샃샟:
1. 좣샃�잼 (Detection Phase) Journald 쐋삏 ힻ혐숗 왗믳 핷픿 탟탗맿픷왗 먋탗(tail -F 쨤탘)샃샟. 탗킟� 폋엧 옃쪣(err, crit, alert, emerg) 쐋삏캧풤햋맻 ힻ혐 폋엧 �퓇싗맻 숗 왗믳쟇 ��샃샟.
2. AI 캼 쭿켘 (Analysis Phase) �ힻ숗 왗믳퐻 prompt.txt폋 혐핓숗 SRE 헿줳맻 ힻ�픿 볓 Gemini AI폋몇 헿샧샃샟. AI삏 쨗컘 햠퍛읷 몫밫퓿 �헼핓 샣핷 Bash 좀옴펯읷 컘켬샃샟.
3. 쫯퍃 멻힘 (Security Filter) AI맻 혗퍃 좀옴펯맻 탟숓밫 헿, blacklist.txt읷 탟탗맿픷왗 핸펯 샻홫샃샟. rm, mkfs 심 탗킟�폋 퓿 샣펯맻숓펯 햃샟졯 힄탗 탟픿 �샣뫛 킧얔픷왗 쫯퍃 몸뫛읷 헿쾜샃샟.
4. 홫� 쨊 쫯뫛 (Action & Notification)햋쇔 홫�: 왗믳 뺯풤핯 auto_keywords.txt폋 심왘숗 �퓇싗(퐃: DISK FULL)퐻 핷�졯 킴핳 폁핯 힄탗 좀옴펯읷 탟샃샟. 퀓쇔 홫�: 믳 푳핓 핷쨓폋엧삏 킧얔 쩿픿 � 뫻잧햋폋몇 '탟' 쐋삏 '멫혃' 폧쭻읷 줶킰샃샟. 몫뫷 쫯뫛: 좀옴펯 탟 몫뫷(Standard Output/Error)읷 샟탗 킧얔픷왗 헿쾜폧
�횀 홫� 폧쭻읷 핳샃샟.



Agent 켟�쨊쇔햌왗켳킟
Agent 켟�- 켟� 훷쾇 : https://github.com/SeongGi/AI-SRE-System큓 킟�잸읷 탟졯 팿얓핓 6샣몿 뫷혐픿 � AI SRE 몸핯
뭧�숤샃샟.
- 몸쪻퀓 햀옠Gemini API KeySlack Webhook URLGemini 좣셳쩿헿
탗킟� 왗믳 핷 몸왗 (Journald, Logfile)
1. 몸 �밫 쨊 �잫폀 (Cleanup Phase) 컃왗풯 켟�읷 퓿 밫홯폋 뭧쇔휌핳 켗찿킟퐻 셫핯�읷 혐잧샃샟. 밫홯 ai-remediator 켗찿킟 휌ힻ 쨊캨혗 폋핯헿 캧풤 (퐃: 7788) 혋픛 왗켳킟 횀웇 밫홯 켟�쌏옄�잧(/opt/ai-agent) 쨊 헿풤 픛헻 캨혗
2. 헿풤 픛헻 쨊 뮇 켟혐 (Security Setup) 쫯퍃픿 퓿 �쾇 뮇픿 맻ힿ헿풤 탗킟� 픛헻읷 컘켬샃샟. ai-agent 탗킟� 픛헻 컘켬 탗킟� 왗믳읷핸픿 퀓 햃솿왘 adm 쨊 systemd-journal 믳웴폋 픛헻 �맻 햌폀 쌏옄�잧컘켬 쨊 쾇픛뮇 쭻폧

https://github.com/SeongGi/AI-SRE-System


Agent 켟�쨊쇔햌왗켳킟
3. 뫻잧풤 켟혐 핷 컘켬 (Configuration Setup) AI핓 쇔픿 혗펯삏 3샻 탧 �킟 핷픿 밫쫳먍픷왗 컘켬샃샟. prompt.txt: AI폋몇 쭻폧삏 SRE 헿줳맻 ힻ�켗
blacklist.txt: 탟픿 밃ힻ 퓿 좀옴펯 좤왘 (rm, mkfs 심) auto_keywords.txt: 킴핳 폁핯 힄탗 홫� 햠퍛 �퓇싗 (DISK FULL 심)
4. Python 맻캼몸 뭧� 쨊 �ힻ 켟� (Python Environment) 탗킟�앷핯찇엧잧퐻 쭿잧숗 쇀잸헼핳 탟 몸픿 뭧켬샃샟. python3 -m venvvenv: 쇀잸 맻캼몸 컘켬 pip install: 퀓 앷핯찇엧잧(flask, requests, 
google-genai) 켟�
5. 졏핳 왗ힼ(main.py) 쨊 켗찿킟 심왘 (Deployment) 폋핯헿핓 탧폏ힿ픿 쨫�뫛 쨬믳앷풯싗 켗찿킟왗 심왘샃샟. main.py 핷 컘켬: 왗믳먋탗, AI 쭿켘, 킧얔 �탛 왗ힼ  systemd 픛샖 핷 컘켬: 켗쩿 쭻 탗햋쇔 탟 쨊 왗켳킟 샟풯 탗 햋쇔 햧탗햌 켟혐
6. 켗찿킟 맻쇔 쨊 캼� 핳 (Activation) 좣싛 켟혐픿 쟃�뫛 좣샃�잼픿탗햌샃샟. systemctl start: 폋핯헿 켗찿킟 힄탗 맻쇔 뫰쨬핯뺓퀓줳햋맻 혗멫숗 퍃헿 몸 쪻퀓 훷햀 핳 �횀 혌쾈 IP 쨊  혐쫯�옠



Agent 켟�쨊쇔햌왗켳킟
5. 졏핳 왗ힼ(main.py) 쨊 켗찿킟 심왘 (Deployment) 폋핯헿핓 탧폏ힿ픿 쨫�뫛 쨬믳앷풯싗 켗찿킟왗 심왘샃샟. main.py 핷 컘켬: 왗믳먋탗, AI 쭿켘, 킧얔 �탛 왗ힼ  systemd 픛샖 핷 컘켬: 켗쩿 쭻 탗
햋쇔 탟 쨊 왗켳킟 샟풯 탗 햋쇔 햧탗햌 켟혐
6. 켗찿킟 맻쇔 쨊 캼� 핳 (Activation) 좣싛 켟혐픿 쟃�뫛 좣샃�잼픿탗햌샃샟. 



Agent 켟�쨊쇔햌왗켳킟
폋핯헿 켗찿킟 탟
뫰쨬핯뺓 퀓줳햋맻 혗멫숗 퍃헿 몸 쪻퀓 훷햀 핳
�횀 혌쾈 IP 쨊  혐쫯 �옠



Agent 뫻잧쨊켟혐쨤쪐
Agent 뫻잧
Agent 켟� , 좣싛 켟혐픻 /opt/ai-agent/ 쌏옄�잧 뺯핓 �킟 핷픿 퀓혐폧 켗찿킟 햧탗햌 폁핯 힄탗 쨓폼 퀓 햃킰샃샟.

뫻잧 샻캼 핷 몸왗 켟좀
쫯퍃 �잼 blacklist.txt 탟픿 �샣 퓿 샣펯 좤왘 (퐃: rm, mkfs)
햋쇔 홫� auto_keywords.txt AI맻 킴핳 폁핯 힄탗 홫� 왗믳 �퓇싗 (퐃: DISK FULL)
AI 읯쾇뺓 prompt.txt AI폋몇 쭻폧 ힻ� (킧얔 /prompt_change왗솿 퀓혐 맻삠)



Agent 뫻잧쨊켟혐쨤쪐
뫻잧좀옴펯좣샃�잼 : 켗쩿 �짳뼋폋켗 폋핯헿핓 캼�읷 핳뫛 뫻잧 썇 캧풤샃샟.
“sudo journalctl ‒u ai-remediator.service ‒f

햧 탗킟� 셫좧핓 캼뫷 error 쨗컘탗 slack 졏탗ힻ 헿쾜폧쭻 (http 200 졏탗ힻ)읷 핳 퀓 햃킰샃샟.
켗찿킟캼�핳쨊햧탗햌
“sudo systemctl status ai-remediator.service”“sudo systemctl restart ai-remediator.service”



훷핓캧
API � 쫯퍃: main.py퐻 켗찿킟 켟혐폋 숗 Gemini API �맻 푳쭻왗픛�숓ힻ 퍅솿왘 훷핓탨탗퐟.
뮇 뫻잧: 폋핯헿삏 ai-agent 픛헻 뮇픷왗 탟숓뺓, AI맻 혗퍃삏좀옴펯폋 쌫앷 sudo 뮇핯 풏 퀓 햃킰샃샟. 



�횀몫뫷



몫왛 쨊  쨤
쫳 왗혘삏 햠퍛 퍇잷 샣몿읷 뼓펯, 탟줯 쫰뭧 홫�(Action)읷 퀓삏 AI SRE 폋핯헿읷 뭧�폻킰샃샟.
풯폼 픣켬 탛: Journald 왗믳읷 탟탗맿픷왗 쭿켘뫛 홫� 좀옴펯읷 햋쇔 컘켬픷왗텣, 뫻잧햋맻 퓋핳픿 퍀뫛 좀옴펯읷 멻컄삏 탗맿픿
밫헼픷왗 샣�킰샃샟.퍃헿 햋쇔 뭧: AI핓 퐟픿 쨤ힻ밫 퓿 밃ힻ펯 좤왘(Blacklist) 밫쨓핓 쫯퍃 �잼뫷 뫻잧햋 킴핳 혃�읷 헼풤폧 풯폼핓 퍃혐켬픿 쫯킰샃샟.픛폫 핯찇잧싗 샻핌: 캧헿폋 혐핓숗 �좀헼 햠퍛삏 힄탗 햋쇔 쫰뭧뫛, 짳ힻ핓 폋엧삏 뫻잧햋핓 샣픿 멫�솿왘 켟몿폧 쾈솿퐻 퍃혐켬픿맻홇킰샃샟.
 쨗헿 쨤
햧핓 샣핷 켗쩿 폋핯헿 좣셳픿 밫쨓픷왗, 샻믗좣 풯폼 몸폋 헼풤 삏 쨗헿켬픿 멻�뫛 햃킰샃샟.
휌퍔 ퟌ휌 뫻혗 탗킟�(Fleet Management) 뭧�햧삏 켗쩿쟃샟 먗쪿헼픷왗 폋핯헿맻 쇔햌ힻ쟇, 폋삏 퀓탨 샻핓 켗쩿 왗믳읷 휌퍔폋켗 퀓ퟌ뫛 AI맻 � 쭿켘삏 뭧홫왗 햠샃샟.핯읷 � 혐 켗쩿뭫 헿�폋 쇔핷 �읷 헼풤멫뺓, 샟휌 켗쩿 쇔탗 햠퍛폋 샻 핷뫿 홫�맻 맻삠ퟌ샃샟.
RAG(멻컄 힘먐 컘켬) 밫퀛픿 풤 캧뺯 ힻ탘 폫쇔햧 Gemini맻 맻ힿ 쪏풤 잧쀀킟 ힻ탘폋 셏, 캧핓 뫷멫 햠퍛 �잧 쫯뫛켗뺓 뺯쭻 퓿�(Wiki), 먗쨗 줳켗읷 AI폋몇 킰탗�샃샟.핯읷 � "핷쨓헼핳 몫�"핯 팿샇 " 탗킟� 몸폋 쟙삏 쟙� 쫰뭧 맻핯싗"읷 뭧샃샟.



몫왛 쨊  쨤
샣핷 좀옴펯맻 팿샇, 퓇�왗풫(Workflow) 햋쇔햧핓 샣핷 Bash 좀옴펯 탟 쨤탘픿 뫛솿폧, 햠퍛 쨗컘 탗 Ansible Playbook픿 탟멫뺓 Terraform 킟�잸읷 뭧쇔솿왘 밫삠픿 햠샃샟.퐃읷 싟펯, 켗찿킟 햧탗햌쟇픷왗 몫숓ힻ 퍅삏 몸풫 햋쇔픷왗 킟뻀컲픿 컘켬뫛 핳킟�킟읷 뭋�삏 심 쫰햜 퀗� 햌폀픿 햋쇔쫷 퀓 햃킰샃샟.
햠퍛 퐃� 쨊 켛혗헼 샻핌샣퀗 폋엧 왗믳맻 쨗컘 ힼ폋 샻핌삏 멾픿 뼓펯, CPU/졏좣잧 캧풤엄핓 핯캼 �핯뺓 왗믳 �핓 쪻읷 먋ힻ폧 햠퍛 쨗컘 헿폋 짳잧 몸뫛삏탗킟�픷왗 쨗헿탗�샃샟."쌏킟�맻 맻싘 �킰샃샟"앷삏 퍇잷 샻탛, "3탗맿 슟 쌏킟�맻 맻싘 � 멾픷왗 퐃�숤샃샟"앷삏 퍇잷픿 � 햠퍛읷 퓋� �샣



Thank you


