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1. 2L|E{Z! (Detection Phase) Journald = X|HE 21 DUS MA|ZEO 2 ZHA|(tail -F AN BHLICEH AJAE! of|2] 2|2 (err, crit, alert, emerg) =
ArEXL7L X|Eet o2 7| =7F Zetel 20 ==8FL[CE

Al &2 2 (Analysis Phase) *IIE._ 272} prompt.txtoll Ho|=l SRE MZ27t X[ &2 &H Gemini AlOf|AH| MEBtLICH Al= 24 XM E s Z st |
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4. 2X| 3l H 1 (Action & Notification)
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seonggil547@tesalamate-seonggi:~$ bash ai-auto.sh
=== AL SRE 0| HE H 3 Al H ==

v Gemini API Key:

v Slack Webhook URL:

v Gemini 22 H#E (0 : gemini-1.5-flash): gemini-3-flash-preview
v MH A TE HE (7|2 : 5000):

QLUEHE WAS MYsMI:

1) Journald (Al2® FHA o2 HA - AF)

2) Log File (83 mgY d=2 X3 #A)

ME| (A1 EE 2): 2

vrdAY® 23 g HE (0l : /var/log/syslog): I

--- [1/5] &4 =7|& (Clean Up) ---

+ sudo systemctl stop ai-remediator.service

+ sudo systemctl disable ai-remediator.service
+ sudo rm -f /etc/systemd/system/ai-remediator.service
+ sudo fuser -k 5000/tcp

+ sudo rm -rf /opt/ai-agent

+ sudo userdel -r ai-agent

+ echo --- [2/5] # M & A& HAFH ---

--- [2/5] &9 & Hg 4F ---

+ sudo useradd -m -s /bin/bash ai-agent

+ sudo usermod -aG adm,systemd-journal ai-agent
+ sudo mkdir -p /opt/ai-agent

+ sudo chown -R ai-agent:ai-agent /opt/ai-agent
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3. #2|8 A ot M (Configuration Setup) ~——- [3/5] 4 my ¥ tMEE MY ---
AlQ| =S H|0{St= 3Ll sHAl EIAE Mol 7| 270 2 MMM SH|C}, sudo ai-agent tee /opt/ai-agent/prompt.txt

" sudo ai-agent tee /opt/ai-agent/auto_keywords.txt
. = [ x N
prompt.txt: AlOI|A| F095h= SRE M= 7t X1 BN sudo ai-agent tee /opt/ai-agent/blacklist.txt

blacklist.txt: S X @& HHO| 5= (rm, mkfs S) sudo apt update
auto_keywords.txt: £21 10| ZA| =X Zolf 7|2 = (DISK FULL ) | ee e e S e e e e e lb e e e

4. Python 7|.AI-§I_ A __I.ng gtl ]1H9|I| J\E'lﬂ (Python Environment) A|AE-II python3-venv is already the newest version (3.12.3-@ubuntuz.l).
R coreutils is already the newest version (9.4-3ubuntu6.1).
2io|EE{2|et 22| =l SEAel Al =2t A S et} pyth0n3 RURUSIANEN hsmisc is already the newest version (23.7-1buildl).
venv: EEI 7|.A|-g-%:i A J(k;l p l: Jél_)lk_ E|'O|EE'| El (flask, requests, 0 upgraded,.e newly installed, @ to r‘emovg and 65» no»t upgraded.
+ sudo -u ai-agent python3 -m venv /opt/ai-agent/venv
google—genm) *E'lﬂ + sudo -u ai-agent /opt/ai-agent/venv/bin/pip install flask requests google-genai
Collecting flask
Downloading flask-3.1.2-py3-none-any.whl.metadata (3.2 kB)
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5. |}||O_| E’“(maln py) oj A—||:||ﬁ EE (Deployment) O1|O|I-I§ | é} Collecting requests

Downloading requests-2.32.5-py3-none-any.whl.metadata (4.9 kB)
Oilj&l% HHX' |- HH—|E|-O = lelAE SE%H"' El’ mam py ]Il-OI é> £ Collecting google-genai
7|:|I-A|, | —E—&l, AEH EM EII £o|. systemd | ]Il.OI AHA—I A—|[:|-| Eé | Downloading google_genai-1.57.0-py3-none-any.whl.metadata (53 kB)
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5. M2l EZ(main.py) & MH|A S5 (Deployment) 0f|0| T E Q| &4 + echo --- [4/5] M ¢ ZE (main.py) 44 ---
= R R b R AEINRE R HE N - [4/5] O 2! R S (main.py) 44 ---

! HA] A3 | TSk | AHA- | . . ;
ZAL A=A, S SH 25 Z8 systemd RIS 38: MH £S5 A + sudo -u ai-agent tee /opt/ai-agent/main.py
s MY S T2 MA CH2 Al ZHS JHAIZE A

6. MH|A 7} 9 AMEY 2HOI (Activation) 25 A4S 0pt| T SLIE{2IS
AT

--- [5/5] MEIA S8 X AR ---

+ sudo tee /etc/systemd/system/al-remediator.service
+ sudo systemctl daemon-reload

+ sudo systemctl enable al-remediator.service

Created symlink /etc/systemd/system/multi-user.target.wants/al-remediator.service + /etc/systemd/system/al-remediator.service.

+ sudo systemctl restart ail-remediator.service
+ curl -s ifconfig.me

+ PUBLIC_IP=211.

+ echo




» AL SRE 00| HE X7t #EEASL T

[ API €43 URL]
1. Slash Command (/prompt_change):
http:// : 5000/prompt/slack
Z. Interactivity & Shortcuts:
http:// :5000/slack/1nteractive

[Oo|FE FHE]

- 4% #9 X : /opt/ai-agent

- A8 ZX 7|9 E: /opt/ai-agent/auto_keywords.txt
-Ha o EY2AE:: /opt/ai-agent/blacklist.txt

[& o 740 E ]
- AI7F 24 ¥&™ o El&= THE blacklist.txttl F 78 M 2 .
- #®X{ rm, mkfs, shutdown, reboot S0 XCtE 0 UsL .
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Hor HEE blacklist.txt A2 KHEhe @/ o] == (0ll: rm, mkfs)
s =K auto_keywords.txt A7} 5l Ql0] ZA| =X 27 7|} = (0l: DISK FULL)
Al H| 2 AL} prompt.txt AlO[H 204g X[& (&3 /prompt_changeZ = 8 7t5)
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“sudo journalctl -u ai-remediator.service -f

seonggi-ubuntu-899541 systemd[1]: Started AI SRE Agent Final.

seonggi-ubuntu-899541 python3[6022]: [*] 2 U E & A|& (JOURNAL)

seonggi-ubuntu-899541 python3[6022]: * Serving Flask app "'main’

seonggi-ubuntu-899541 python3[6022]: * Debug mode: off

seonggi-ubuntu-899541 python3[6022]: WARNING: This is a development server. Do not use it in a production deployment. Use a production WSGI server instead.

seonggi-ubuntu-899541 python3[6022]: * Running on all addresses (0.0.0.0)

seonggi-ubuntu-899541 python3[6022]: * Running on http://127.0.0.1:7788

seonggi-ubuntu-899541 python3[6022]: * Running on http://10.0.0.5:7788

seonggi-ubuntu-899541 python3[6022]: Press CTRL+C to quit

seonggi-ubuntu-899541 python3[6022]: 100.24.209.157 - - [05/Jan/2026 19:03:55] "POST /prompt/slack HTTP/1.1" 200 -

ST A AE H= 2] &t error HH Al slack HIAIX] EEHF (http 200 HIA[X]) S 2tele = ASLICE.

MH| A AfEj 2Hol 5 RYA|Rt

-

“sudo systemctl status ai-remediator.service”
“sudo systemctl restart ai-remediator.service”
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Jan 06 17:10:24 seonggi-ubuntu-899541 systemd[1l]: Failed to start Snap
Daemon.
Al H|ot

sudo systemctl restart snapd.service
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