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IServer IP

Request SessionlD i 13B8601A59AF546810D43434933
SessioniD |1878A1388601A59AF546B10D43434933
isNew [false

Creation Time Sat Mar 18 01:13:19 KST 2023
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(Creation Time |Sat Mer 18 07:13:19 KST 2023
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count Is
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Mysql 0l VPNE S5t0] SH|E T A
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Master_Host:
Master_User:
Master_Port:
Connect_Retry:
Master_Log_File:
Read_Master_Log_Pos: 4
Relay_Log_File: ubuntu-relay-bin.B888e81
Relay_Log_Pos: &

Relay_Master_Log_File:
Slave_IO_Running: No
Slave_SQL_Running: Yes
Replicate_Do_DB:
Replicate_Ignore_DB: petclinic
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bastion asia-northeast3 10.10.70.0/24 10.10.70.1 BEMHO BE& 7tsot EA
Forward-proxy asia-northeast3 10.10.20.0/24 10.10.20.1 Forward-proxy, NTP, Repository
petclinic-was asia-northeast3 10.10.10.0/24 10.10.10.1 WAS &<
petclinic-web asia-northeast3 10.10.100.0/24 10.10.100.1 WEB &<
petclinic-db asia-northeast3 10.10.90.0/24 PSA &Y

Loadbalance®¥d

- IODEEQE 7Y

S =

- MENM[Z : Service PortZt 2E E|0f /= 20| Otl WEB Response LHE M2
- 2R 73



HER3

Load BalancerAd&
. DEEQCc

S%

HTTPSAH

HTTP -> HTTPSZt 2|Cto|2l| M M

~ O/R
= = = = 5 \
QIS M= KA QIS M E EhZHoL AL - <
=Hdc LTS Teaa. ZU0| 0= o Eu
SSL offloadE AFE3I0 Eotd Zat ves
O
-EREE
‘ HTTPS{HTTP/2 2) ¥ ‘
— . i A HTTP/28 B o HTTPSE Musti|g, S5t H4|=
= GoogleCloud [ 2 Inwasirniaozzizis » | [ load x[az | B @ @ ¢ @[] emen b A
CECERLES
HIES Aulx 7IE
3 e z2j0jy
@ cloudons 21| |Hied HTTR(S) ot 412 TR0/ HIEHT Ajls SS9 AU, £t 3
& coudcon =® o m
. - P b - IP address
oo o P % | [t =
S Traffc Director o )
&  AMEagasg o -
[ -]
41 Cloud Bomains O wesb ToPDRL4RS)  ToP aso
norteasty o HTTPS S0 = anapt ARELICE 271 @R
- HEM .
‘ gep-seanggl 3
@ = & ABM HREE LE&l v wotelgs
- SSLgM e
I3 security Command Center gep-seonggi-kr ‘ GCP 722t - J
- - QuUIC Y
@  reCAPTCHA Enterprise DNS ZAE 0| ep seonnnl ke ‘ HECI= = ‘
o @ dCoip Enterprise okE & 2023 613 AM 8,59:59
e ATESSTIADZ BT ASATAT BEBAAC ASEIEH 60 HTTP-HTTPS 74 alc|
A, BeyondComp Enterprice B3 UFM BS7IR ZeroSSL RSA Domaln Secure Site CA

ojotel 215 1P F47) 4
HTTPS ¢} 2fcizh

=
=
n
-1
0%

HHlE | QIAEHA OE
HHOIE MIF ME2 WHS QIARA O F MEH 17| HHAIES
MESIEER, 1 2= 7|2 = 8H

Eojy Y
e A Eit 2y . ]
gge 24
£FF a8 S Mol HAEe! 2p2ta| wholl = 2} MESEIL|C}
H+ 24

giole| M4 BAE 27| Eat f14 RU0| M2 BAES Mearghch

BN BEAE SIS0 FAE ZIhATE I EES /NP EEE OfF s §40| 2sL| o

WS40l 2lojo) Hal s AE B MEiFh )

Magley

Maglev H0|Z 23| W A7h 8AE Ml A2i0| B 2 sl Bal 24420 oo Bast 2HsEu




HER3

Load Balancer&¥

L E!
OZEZ:HTTP

RHEEindex.jsp O|2E 7|22l 7/” MEH
S : <title>PetClinic :: a Spring Framework demonstration</title>

oz

web-check

49

- BREE - BE.

[HTI'P v||BU

-DRA DRES

[ﬁg

-aygar

(1

- 89

{ it linic = a Spring F demor

title>

é,"EH 7|7<O Al-gl-o“ l:||-7.|| A—II-I

I_I_O

O ItH|oi A= 1712 M= S

MESIER, HREH &3

T el geo soongaikr_Test
v sKirs
1 htpejsefetors-tse-demo.adte

3 FRE

v gepseongycTest foo

alki Test | main_check

GET v htpsylgep seonggikr

Perams Awh Headsrs () Ecdy Fre-req Tests Selingse

Headers Hide auto-genereted headers
KEY VALUE

4 Postman-Tocen

Host @ <calcuatec when raquestis sent>

@ <coalcuatec when raquest s sent>

DE

Bswe v =

Cookles

BukEcit  Presets v

Body v @ 2000¢ 15ms 357K3 | Save Response v

Pietty Raw  Prevew Visiale WML v S

6

o Q

7 cheads
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LB -> Web Service 5|

web-was =4
Web(LB)-> WasZt £E4I
allow-apt-update =2
forward-proxy
allow-health-check  #=2I
GCP Of|A| AEHRIZE 2|5t H™
ntp-service =4

NTPAMH|AE 9|0t ™
onpremise-allow

-

L2 S0 Q= TH3! X}

AA (1P 'EHS)

34.110.198.5/32

10.10.10.70/32
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130.211.0.0/22, 35.191.0.0/16

10.10.0.0/16

192.168.1.0/24

|
Onpremise?t VPN Z EA H#Y
vpn-to-aws 241 192.168.50.0/24
Aws(DR)Zt VPN Z E4 HA
iap-to-ssh 4l 35.235.240.0/20
GCP2| iapE 0| 8% SSHE % 318
bastion-ssh =M 211.208.159.146/32
AHZAL THEHO| A 2] bestion® &
ssh-allow %Al 10.10.70.200/32
Bestion -> MHE sshT % 5 &
all-deny 241 0.0.0.0/0

webserver

wasserver
forward-proxy
wasserver, webserver

forward-proxy

A A
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all
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Cloud Armor
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& > C A Fo2% | hittps://34.120.183.52
B BH2 BAd B2 BdHosE B =M 5 azseigol (5 otst (5 42 B Y2eessd 5 o8 B AREW B 99

403 Forbidden
United States v

5.05 Mbps 0.00 M8
Speed Bandwidth

1 sites
Unblocked

Description (Optional):

Aol ZHE 22 @

me
oz = 49
origin.region_code @sie
==“KR"
*(ZE IPFL) Q7% Default rule,
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priority
overrides it

o] 0| HBEl=chah: 174 @

chia s /¥ 23t 24|

web-back ot 7)o Ml Mu|A web-lb-1

Cloud Armor Adaptive Protection

Atg BX1E

2,147,483,647
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Cloud Armor

WAF?|s AL

A 2 E WAF %2 GCP DocsE & Z510] of2liet 22 dAlo= & 7t
evaluatePreconfiguredExpr('sqli-v33-stable', ['owasp-crs-v030301-id942421-sqli’])
evaluatePreconfiguredExpr( ' WAF#%[0|5’, [‘HFA!ID))

web-waf
gy WpIE bot 5
€y
8t E Ciy
T2 47f ot 174
74 chat 23

T2 MER0) mat BAHEUICH £ EHE SR HA BAHELICH XS] ot @2

=LES AR {57 -
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O @ 540 @ 0 {scar ection-v33-stable’) sean 100
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Cloud Armor
DDOSEI

L3, L4 AE2| DDOS &0q

7|2XO 2 HTTP, TCP, SSL Load balancing AH2A| A2 2 A HE

ICMP flooding, SYN floodingZ2 32 & &

L7 A152] DDOS &0

M MMSH7LE, Adaptive Protection AF2 AN S 5tH AL 7Hs
CH2fel EgjElo = 34 &= A2 ofL|7[of| HAl2{d 2 0|8t ot& = X

TS X, L > WYY > FRY 3 G (M2 E) Rt

18 74 (Adaptive Protection) (+1=1ALE)

Adaptive Protection

Cloud Armer Adaptive Pratection2 RE 7| Eelia] HEE thaeln, s 2348
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Sman|AoAS HEE 4 2 IPLEIDE FESIFOLE GCPOAS
MMHOE 12 9l A

MH SR} compute Instance Admin

- Compute Engine (VM) 44, AH|, x|
- ARHARAA, ANH|

- M O|D|X| o, AFx|
QIARA OF  QIAHAHIZEE]
HERZ BEYXL:

compute network Admin, compute Load Balancer Admin
- VPCHEH, HE

- Load Balancer MM, X QEM SE

ol

HoF EHEtX} : compute security Admin

Role

Owner

VPC Service Controls Troubleshooter Viewer
Custom Role

Service Account Token Creator

Service Account User

Security insights e
§-4565/4569 excess permissions
‘§-21/21 excess permissions

“""4.-'4 BXCESS pRrmissions

‘§-9/9 excess permissions and 31 service account impersonations

“§-5/5 excess permissions and 31 service account impersonations

ARE HESZ alxt
(roles/compute.networkAdmin

P 74 5 SSL OIS AIE NIt IENY AAAS MK, £7 U AT 4
HABHULICE HIEHT BT} 2 WS 74, SSLUSH X AAH
ot 2471 HE AHAS SIBELITHYAI IP F4 7)), HIEYS Balxt
AT} QIABIAS 4, AR, BX E AR 2 Ql&LIC

e 2 30 o
o Trofet

rlo

2 50| BIAjo] Wats 2 SSLYIBME 2ot Hot Hu Lo Wl
A£AZ BRASHE UIESY Ho| s 2 0] 4B UIENY Yol 15Y &
CfSILICk & WOt HIEYYS BE Belsts ZotE Ho| gl 3 o 4
3 g ZEE ol 1B AT FoISHIAIL.

roles/compute.securityAdmin
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MFA &%

Bestion Server2| &2 ALF A 67 2h2 T EH | PRE 51242

712HM O = Bestion2 ol M&5HX| 2, GCP Console2 4l IAPE M&sts HE 18

NTP, Forward-proxy AtH2t ZIM X O 2 Cloud NATE Edl| 2|22 NTP, repositoryd £20f| EZ 7HsstH

02 MHE2 B st A2t Forward proxy & E6if 2|59 20| 7tsst=E ELICH

rEl

_ _ _ ClAH o=
1inux1547@cloudshell:~ (linuxl547-int-20221219)§ gcloud compute ssh wasserver-template-1 —-tunnel-through-iap —-zone=asia-northeast3-c —-project=linux1547-inc-20221213 « 2EHA AT

WARNTNG:

To increase the performance of the tunnel, consider installing NumPy. For instructions, 2022, 12,7001 25H7] SI=S AR SIEE MR LITH

please see https://cloud.google.com/iap/docs/using-tcp-forwarding#increasing the tcp upload bandwidth

Welcome to Ubuntu 20.04.5 LTS (GNU/Linux 5.15.0-1030-gcp xB86 64)
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NTP, Repository, Forward Proxy
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On-Premise (Site to Site VPN)
A 7[9to| VPN AMEH

- Site to Site VPN

- On-Premise &2 QEAALI StrongSwan A
2AFS: VPC netwoerP On-Premise networkZt

HERZ IP =&KX 2SS 44 ER
GCP to On-Premise 4 ¢

- DBI}EOQ|A =&t Mysql Replication
- O OhAEA S rsyncE =K

- rsync -hrave “ssh | 7|It” /A A (¢
- sudo rsync -hrave "ssh -i

/home/linux1547/id_rsa_4096" /home/snap/ bastion@ip:/hom
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ion: $ sudo rsync -rave "ssh —i /home/linux1547/id_rsa_4@896" fhome/linux1547/snap bastion@18.18.10.18:/home/backup/
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- GCP Monitoring
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:~$ service google-cloud-ops-agent status
google- cLoud ops agent.service - Google Cloud Ops Agent
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t.service; enabled;
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vendor preset: enabled)

StartPre=/opt/google-cloud-ops-agent/Lil c/google_cloud_ops_agent_engine -in /Etc/googlE’Cloud*OH

/bin/true (code=exited, status=8/SUCCESS)

Main PID: ited, status=8/SUCCESS)
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New incident
The metric Uptime for linux1547-int-20221219 VM Instance
_id=linux1547-int-20221219} with system

labels {pr

labels {machine_type=f1-micro, name=bastion} has not been

seen for over 5 minutes.
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