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1.  Topology
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2.

HA VPN gateway % Cloud Router A/

A virtual private network lets you securely connect your Google Compute Engine

resources to your own private network. Google VPN uses IKEv1 or IKEv2 to establish the

IPSec connectivity. Learn more

VPN options

@® High-availability (HA) VPN
Supports dynamic routing (BGP) only
Supports high availability (99.99 SLA, within region)
Learn more

VPC network

On-premise network

He -

(O Classic VPN
Supports dynamic routing and static routing
No high availability
Learn more

On-premise network VPC network

8 —DO©
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2. HA VPN gateway % Cloud Router A§4J

1 Create Cloud HA VPN gateway 2 Add VPN tunnels 3 Configun

High Availability (HA) capable Cloud VPN gateways are regional resources with
two interfaces, each interface with its own external IP address. HA VPN connects
to an on-premises VPN gateway or another Cloud VPN gateway. Learn more Cloud VPN Gateway /kg /\6]

VPN gateway name
Name is permanent

aws-ha-gateway

Network
default v

Region Network : VPNS 4 & VPN Network A1 B2

Region is permanent

asia-northeast3 (Seoul) v Region : VPNE -/ & Region X &

VPN gateway public IP address

Two IP addresses will be automatically allocated for each of your gateway interfaces

Create & continue Cancel
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2. HA VPN gateway ¥ Cloud Router A4

<& Create a cloud router Cloud Router A A

Google Cloud Router dynamically exchanges routes between your Virtual Private Cloud
(VPC) and on-premises networks by using Border Gateway Protocol (BGP)

Name *
ha-vpn-router (7]

Lowercase letters, numbers, hyphens allowed

Description

Network *
default ¥ Network : Cloud RouterE A4 & VPC Network A 8, o] A3} &4

Region * -
asia-northeasts (Seoul) - @ Region : Cloud RouterE A /J & Region A1 8, o] A ¥} 5
Google ASN
65001 ) Google ASN : ASN%L A A4,
64512 - 65534, 4200000000 - 4294967294 = /1 &}

Advertised routes

Routes

Routes : Default%t 21 X

@ Advertise all subnets visible to the Cloud Router (Default)

(O Create custom routes

Equivalent. REST command line
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2. HA VPN gateway % Cloud Router A§4J

v/ Gateway name A IP address VPC network Region VPN tunnels Description Labels
v/ ha-vpn-gateway Interface: 0 34.64.64.144 defauit asia-northeast3 Add VPN tunnel :
Interface: 1 34.64.128.186
Cloud Routers CREATE ROUTER C REFRESH @ DELETE
= Filter Enter property name or value
D Name Network Region Google ASN Interconnect Connection BGP sessions Logs
[0  havpn-router default asia-northeast3 65001 None View
Ko
AR F

1. HA Gateway2] Public IP address 271
2. Cloud Router®] ASN

274 A HE AWS =0 A FT)
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3. AWS 3 A&~ A

AWSSoll A Virtual private gateway A3 /d
-> GCP Cloud Router2} X R] &+ ASNS X g3l A A

Customer gateway 3
> IP address®l] GCP HA Gateway 2] IP address & o4 4 &
> BGP ASN®|| GCP Cloud Router2] ASN ¢ &

VPN Tunnel A
>IP range A5 0 2 A & == default = YA

Virtual private gateway S} T A4

-> Customer gateway Ip= GCP HA Gateway«] Ip address & @< slHE o9, Y &

3 A& 1zl $ AWS configuration= download ¥t ©.7H GCP=ol HolA| A X1 & A&
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3. AWS gl &2 AA

Create Virtual Private Gateway

A virtual private gateway is the router on the Amazon side of the VPN tunnel.

Name tag test-vpn

AsN © Amazon default ASN (i )
@® Custom ASN

6455

* Required

1.  AWSS ol A Virtual private gateway A /J
> GCP Cloud Router2} F XA &+ ASNS A A 3l A4 3 A
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3. AWS gl &2 AA

Virtual Private Gateways > Attach to VPC

Attach to VPC

Select the VPC to attach to the virtual private gateway.

Virtual Private Gateway Id vgw-09c4ba7f1366a889d

VPC* | vpc-acfd7cc7

* Required

23 7] &} Virtual Private Gateways+ VPC®] attach$Ht}.
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3. AWS gl &2 AA

Create Customer Gateway

Specify the IP address for your gateway's external interface; the address must be static and may be behind a de
gateway's Border Gateway Protocol (BGP) Autonomous System Number (ASN); this can be either a public or pri

VPNs can use either Pre-Shared Keys or Certificates for authentication. When using Certificate authentication, a
you create your Customer Gateway. To use Pre-Shared Keys, only an IP address is required.

Name test-custom2 (i)

Routing ® Dynamic

O static
BGP ASN* 65003 (1)
IP Address = 34.64.128.102 (i )
Certificate ARN = Select Certificate ARN +-vC ©
Device | Optional (i)

2. Customer gateway A *J
> [P address®l] GCP HA Gateway 2] IP address & 3} ¢ &
> BGP ASN¢l| GCP Cloud Router® ASN ¢ &

Copyright 2020 © MEGAZONE CLOUD CORP. ALL RIGHT RESERVED.



3. AWS gl &2 AA

Create VPN Connection

Select the target gateway and customer gateway that you would like to connect via a VPN connection. You

Name tag test-tunnel

Target Gateway Type © Virtual Private Gateway
O  Transit Gateway

Virtual Private Gateway* vgw-09c4ba7f1366a889d
Customer Gateway @ Existing
O New

Customer Gateway ID* = cgw-07f9586a90eb6224c¢

Routing Options @ Dynamic (requires BGP)
O static

Tunnel Inside Ip Version © 1Pv4
O IPv6

Local IPv4 Network Cidr = 10.178.0.0/20

Remote IPv4 Network Cidr  10.10.0.0/20

Copyright 2020 © MEGAZONE CLOUD CORP. ALL RIGHT RESERVED.

o

3. VPN Tunnel & A

Virtual Private Gateway : A8 /d 3} Virtual Private Gateway 41 &

Customer Gateway : A 3+ Customer Gateway 1 &

Routing Option : Dynamic

Local IPv4 Network Cidr : AWS= VPC cidr
Remote IPv4 Network Cidr : GCP= VPC cidr
TunnelS default= 27] 7} A A = T}

Tunnel option®]| A IKEv2E A1 & 3t}
U 2] default



3. AWS gl &2 AA

Create VPN Connection Download Configuration  Actigns v

Q Filter by tags and attributes or search by keyword

Name ~ VPNID 4« State ~ Virtual Private Gateway

test-tunnel 4  vpn-06e7750c78a2f7c03 pending vgw-09c4ba7f1366a889d | test-

X A& 1R & AWS configuration= download ¥t . 1H GCP=ol H ||
HEEATE T U
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4.  GCP Peer gateway A3

&  Create peer VPN Gateway

A peer VPN gateway is the gateway to which this Cloud VPN gateway will connect.

It can be an on-premises gateway, a third-party VPN service, or another Cloud VPN
gateway. When connecting to another Cloud VPN gateway, you must ensure that
the other Cloud VPN gateway is in the same GCP region so that you meet high
availability requirements. Learn more

Name
Name is permanent

aws-peer

Peer VPN gateway interfaces

Interfaces
one interface
@ two interfaces
four interfaces

Interface 0 IP address

3.34.232.5

Interface 1 IP address
52.79.138.210
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Tunnel Number QOutside IP Address Inside IPv4 CIDR
Tunnel 1 13.124.62.151 169.254.138.168/30
Tunnel 2 52.78.221.188 169.254.79.112/30

GCPol| 4] peer gateway =S A /d

AWS=; virtual gateway IP address 1

AWS=; virtual gateway IP address 2



5.  GCP VPN Tunnel A3 A

1 Add VPN tunnels 2 Configure BGP sessions 3 Summary and remin

A VPN tunnel connects the Cloud VPN gateway to a peer gateway. Traffic sent
through the tunnel is encrypted using the IPSec protocol operating in tunnel mode
Learn more

ietwork: default Region: asia-northeast3

ateway name: ha-vpn-gateway

Interfaces:  0:34.64.64.144 1:34.64.128.186
Peer VPN gateway
® On-prem or Non Google Cloud

Google Cloud

Peer VPN gateway name
aws-gateway -

High availability
Creating a highly available pair of VPN tunnels is recommended to provide a 99.99% SLA.
You can start by creating a single VPN tunnel and make it high availability later
Leam more about high availability
Create a pair of VPN tunnels
Recommended for high availability - 99.99% SLA
e A /D)

Required to connect to AWS
® Create a single VPN tunnel
A single tunnel won't provide high availability. But you can add more tunnels later

wherneeded:

Routing options
Dynamic (BGP)

Cloud Router
ha-vpn-router -

® Turn on global dynamic routing for network ‘default’ to allow this router to
dynamically learn routes to and from all GCP regions on a network. If
you're using an internal load balancer with VPN or Interconnect, learn how
global dynamic routing may affect you .

VUPYIIYIIL £UVLU & VI UMEVINL VLU UL UV L ALL IO IV LI\ L.

peer VPN gateway name : ©] & ol 24 3} peer gateway

Create a single VPN tunnel A =L

Cloud Router : ©] Z ¢l A4 3} Cloud Router



5.  GCP VPN Tunnel A3 A

® Turn on global dynamic routing for network ‘default’ to allow this router to
dynamically learn routes to and from all GCP regions on a network. If

you're using an internal load balancer with VPN or Interconnect, learn how

global dynamic routing may affect you .

Associated Cloud VPN gateway interface

0:346464144

Associated peer VPN gateway interface

0:3.342325

Name
Name is permanent

vpn-tunnell

Description

IKE version

IKEv2

IKE pre-shared key

Enter your own key or generate one automatically

H.Ku9eNGle8fkO7Puoczn3sigtzFhCVZ

Generate

land copy

Make sure you record the pre-shared key in 3 secure location. The key
can't be retrieved after this form is closed. Learn more

You can add more VPN tunnels to the same VPN gateway afterwards

Create & continue Cancel
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Associated Cloud VPN gateway interface :$172 3 GCPS VPN gateway interface
(NIC 0)

Associated peer VPN gateway interface : 12 & AWSS VPN gateway interface
(NIC 0)

IKE version : IKEv2 #| =1

Pre-shared key : AWSOl| A A| &3} Pre-shared key



6. BGP Configuration A %

Create BGP session

Name

Name is permanent

aws-bgp-1

Peer ASN
64512

Advertised route priority (MED)

MED value is used for Active/Passive configuration
Cloud Router BGP IP BGP peer IP
169.254.96.178 169.254.96.177

Advertised routes
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Peer ASN : AWS=o| A #| &3+ A

Cloud Router BGP IP : Customer Gateway /30 IP
BGP peer IP : Virtual Private Gateway /30 [P

> AWS Configuration®l] 4| kil

Inside IP Addresses

- Customer Gateway : 169.254.96.178/30
- Virtual Private Gateway : 169.254.96.177/30




7.  Connection &2l

Cloud VPN Tunnels Cloud VPN Gateways Peer VPN Gateways

Create VPN tunnel
Tunnel name A Cloud VPN gateway (IP) Peer VPN gateway (IP)
vpn-tunnell ha-vpn-gateway 34.64.64.144 aws-gateway 3.34.232.5
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Cloud Router BGP IP

169.254.96.178

Columns ~

BGP Peer IP Routing ftype

169.254.96.177 Dynamig (BGP)

VPN tunnel status

& Established

Bgp session status

& BGP established

d

bogle network

efault

VPN tunnel status : Established

Bgp session status : BGP established
e A g

Region

asia-northeast3

Description

Labels



8. 37} Tunnel 74

High availability

Creating a highly available pair of VPN tunnels is recommended to provide a 99.99% SLA.
You can start by creating a single VPN tunnel and make it high availability later.

Learn more about high availability

Recommended for high availability - 99.99% SLA .
Sreate 4 VPN tufnicls Create a single VPN tunnel A1 &
Required to connect to AWS

@ Create a single VPN tunnel
A single tunnel won't provide high availability. But you can add more tunnels later
when needed

Routing options
Dynamic (BGP)

Cloud Router

@ Turn on global dynamic routing for network ‘test-vpc’ to allow this router to
dynamically learn routes to and from all GCP regions on a network. If
you're using an internal load balancer with VPN or Interconnect, learn how
global dynamic routing may affect you .

, , Associated Cloud VPN gateway interface : GCP= VPN gateway interface
Associated Cloud VPN gateway interface
0:34.64.65.115 - (NIC 0)
ISNORINGS PRSC VPN § ooy Mietune Associated peer VPN gateway interface : AWS=r VPN gateway interface
1:5279.110.168 - | (NIC 1)
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8. 37} Tunnel 74

Cloud VPN Tunnels Cloud VPN Gateways Peer VPN Gateways
Create VPN tunnel
Tunnel name ~ Cloud VPN gateway (IP) Peer VPN gateway (IP)

test-tunnell test-ha-vpn 34.64.65.115

test-tunnel2 test-ha-vpn 34.64.65.115

test-peer-aws 52.79.50.55

test-peer-aws 52.79.110.168

= Tunnel 25 Established & & thA 14 A F
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Cloud Router BGP IP

169.254.20.54

169.254.99.242

BGP Peer IP

169.254.20.53

169.254.99.241

Columns ~

Routing type

Dynamic (BGP)

Dynamic (BGP)

VPN tunnel status

& Established

& Established

Bgp session status

& BGP established

& BGP established

Google netw

test-vpc

test-vpc
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